
Renata Teixeira 

Week 5: Traffic measurements 
1.  Introduction 
2.  Packet capture 

A.  End systems 
B.  Network 

3.  Interface counts 
4.  Flow capture 
5.  Traffic matrix 
6.  Anonymization of packet traces 
7.  Conclusion 

INTERNET MEASUREMENTS: A HANDS-ON INTRODUCTION 
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Packet capture on end systems 
• Basic method 
§ Capture and record packets passing through an interface 

Packet Trace 
t1 
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Tools 
• tcpdump 
§ Command-line packet capture 

• libpcap 
§ C/C++ library for packet capture 

• Wireshark 
§ Packet capture and analysis 
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Parameters: monitored interfaces 
• Example 
§ tcpdump -i eth0
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Parameters: packet filters 
• Packets to collect 
§ E.g., TCP port 80 packets or packets to a given IP 

address 
• Part of packets 
§ E.g., IP/TCP headers  
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Example output: tcpdump 

11:04:57.409674 IP renataceiraair2.62701 > 
www.ewr1.nytimes.com.https: Flags [S], seq 631064667, win 65535, 
options [mss 1460,nop,wscale 5,nop,nop,TS val 2269480396 ecr 
0,sackOK,eol], length 0 

Timestamp Source IP Source port 

Destination IP Destination Port TCP Flags 

Sequence number 
Receive window 
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Possible measurement artifacts 
• Dropped packets are common under high utilization 

§  Inspect report of dropped packets 

• Other less frequent artifacts 
§  Fail to report drops 
§  Falsely report drops 
§  Duplicate packets  
§  Re-ordered packets 
§  Misfilter 
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Picture credits 
• Slides 2 & 4: Desktop computer clip art by 
OpenClipArt.org (public domain)  

• Slide 4: WIFI icon by Canopus49, 
https://commons.wikimedia.org/wiki/
File:WIFI_icon.svg (CC BY-SA 3.0) 


