Week 5: Traffic measurements

1. Introduction

2. Packet capture

Interface counts

Flow capture

Traffic matrix

Anonymization of packet traces
Conclusion
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Why measure traffic?

* Performance analysis
* Anomaly and intrusion detection
* Network engineering



Traffic at different granularities

* |IP-level packets
= Capture per-packet information

* Flows
« Statistics of packets grouped into flows

* Network interface

- Statistics of packets that traverse a network interface



IP header
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TCP header
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Outline of this week

* Tools for measuring traffic
- Packet capture
- Interface counts
- Flow capture

* Traffic matrix
* Anonymization of packet traces
» Conclusion



