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Renata Teixeira INTERNET MEASUREMENTS: A HANDS-ON INTRODUCTION




Measurement techniques

 Active
- Based on issuing probes, analyzing response
* Passive

- Observe existing traffic
v E.g., IP packets, routing messages



Example active RTT measurement: ping
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Example passive RTT inference: tcptrace




Comparison

Passive

* Only way to measure traffic

» Measures user experience,
behavior

» Measures protocol exchanges
 Raise privacy concerns

Active

* Measurements even when taping
traffic is not possible

* Measures network, application
performance

 Probing load
= Overload network
- May bias inferences



Measurement vantage point

* Point where measurement host connects to network
- Observations often depend on vantage point

Campus2

Mobile ISP



Possible vantage points

* End-hosts connected to the Internet
= Active measurements of end-to-end paths
- Passive measurements of host’s traffic
* Routers/Measurement hosts in network
= Active measurements of network paths
- Passive measurements of traffic, protocol exchanges, configuration
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