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Subcodes of GRS codes for the McEliece scheme

‚ Subcodes of GRS codes
T. Berger and P. Loidreau.
How to mask the structure of codes for a cryptographic use.
Des. Codes Cryptogr., 35:63�79, 2005.

7Attack against this proposal:
C. Wieschebrink.
Cryptanalysis of the Niederreiter public key scheme based on GRS subcodes.
In Post-Quantum Cryptography, volume 6061 of Lecture Notes in Comput. Sci., pages 61�72, 2010.
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Attack - If 2k � 1  n � 2

Public Key: Kpub =

8
<

:

a gen. matrix of C ✓ GRSk (a,b)

and t =
�

n � k
2

⌫

The Algorithm:

STEP 1 Compute C(2).
With High Probability:

C(2) = GRSk (a,b)(2) = GRS2k�1(a,b ⇤ b)

STEP 2 Apply the Sidelnikov-Shestakov attack to recover

a and b ⇤ b
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Shortened code

Let:
‹ C be an [n, k ]q code

‹ (J, J) be a partition of {1, . . . , n}
‹ xJ the restriction of x 2 Fn

q to the
coordinates indexed by J

G =

1 0
. . .

0 1

|J| n � |J|

|J
|

0 . . . 0
... . . . ...
0 . . . 0

Generator matrix
for SJ(C)

k
�
|J
|

Shortened code SJ(C)
The words of SJ(C) are codewords of C that have a zero in
the J-locations, i.e.

SJ(C) =
�

cJ | c 2 C and cj = 0 for all j 2 J
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Shortening a GRS code
The shortened code of a GRS code is GRS code

For GRS code we always have:

SJ (GRSk (a,b)) = GRSn�|J|(aJ ,b
0) with b0

i = bi
Y

j2J

(ai � aj)

Proof: Assume J = {1}. Let G be a gen. matrix for GRSk (a,b).

G =

b1 b2 . . . bn

b1a1 b2a2 . . . bnan
...

... . . . ...
b1ak�1

1 b2ak�1
2 . . . bnak�1

n

g0
1 =

g1
b1

g0
i = gi � a1gi�1, for all i � 2

Thus, g0
ij =

8
><

>:

0 if j = 1
bj
�
aj � a1

�
| {z }

b0
j

ai�1
j if j � 2

1 ⇤ . . . ⇤
0 b0

2 . . . b0
n...

... . . . ...
0 b0

2ak�2
2 . . . b0

nak�2
n

Generator matrix
for S1 (GRSk(a,b))
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Attack - If 2k � 1 > n � 2

Public Key: Kpub =

8
<

:

a gen. matrix of C ✓ GRSk (a,b)

and t =
�

n � k
2

⌫

The Algorithm:

STEP 1 Chose a set of indices

J = {i1, . . . , iN} ✓ {1, . . . , n} such that 2(k � N)  n � 2

STEP 2 Compute a generator matrix of the shortened code SJ(C)
STEP 3 Apply the previous algorithm to retrieve aJ and b0.

Note that 2(k � N)  n � 2.
STEP 4 Return to STEP 1 until a is completely retrieved.
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